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Real-­‐world	
  cryptographic	
  systems	
  rarely	
  meet	
  
academic	
  expecta5ons,	
  with	
  most	
  systems'	
  being	
  
shown	
  “insecure”	
  at	
  some	
  point.	
  At	
  the	
  same	
  
5me,	
  our	
  IT-­‐driven	
  world	
  has	
  not	
  yet	
  fallen	
  apart,	
  
sugges5ng	
  that	
  many	
  protec5on	
  mechanisms	
  are	
  
“secure	
  enough”	
  for	
  how	
  they	
  are	
  employed.	
  This	
  
talk	
  argues	
  that	
  hacks	
  with	
  real-­‐world	
  implica5ons	
  
are	
  mostly	
  the	
  result	
  of	
  being	
  able	
  to	
  break	
  
security	
  assump5ons	
  on	
  mul5ple	
  design	
  layers.	
  
Protec5on	
  designs	
  that	
  focus	
  on	
  a	
  single	
  security	
  
func5on	
  and	
  neglect	
  complimentary	
  layers	
  are	
  
hence	
  more	
  prone	
  to	
  compromise.	
  We	
  look	
  at	
  
three	
  widely	
  deployed	
  protec5on	
  systems	
  –	
  	
  from	
  
the	
  cell	
  phone,	
  automo5ve,	
  and	
  smart-­‐card	
  
domains	
  –	
  and	
  show	
  how	
  technology	
  abuse	
  arises	
  
from	
  the	
  combina5on	
  of	
  best-­‐prac5ce	
  devia5ons	
  
on	
  mul5ple	
  design	
  layers.	
  

In-­‐Depth	
  Crypto	
  Attacks	
  
“It	
  always	
  takes	
  two	
  bugs”	
  	
  


